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What is  
OFAC?
The  of the U.S. Department of the Treasury administers and 
enforces economic sanctions against targeted foreign jurisdictions and regimes, as well as individuals 

of mass destruction proliferators, and others in response to threats to the national security, foreign 

change in behavior of targeted foreign persons.

OFAC’S HISTORY

the War of 1812, Secretary of the Treasury Gallatin administered sanctions imposed against 
Great Britain for the harassment of American sailors.  During the Civil War, Congress approved 
a law which prohibited transactions with the Confederacy, called for the forfeiture of goods 
involved in such transactions, and provided a licensing regime under rules and regulations 
administered by Treasury.

established at the advent of World War II following the German invasion of Norway in 1940.  The 

initial purpose was to prevent Nazi Germany from seizing the holdings of foreign exchange and 
securities in occupied countries and the forced repatriation of funds belonging to nationals 
of those countries.  These controls were later extended to protect assets of other invaded 
countries.  After the United States formally entered World War II, the FFC played a leading role 

OFAC itself was formally created in December 1950, following the entry of China into the 

and North Korean assets subject to U.S. jurisdiction.
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What are  
OFAC sanctions?
OFAC administers dozens of sanctions programs, including assisting in the administration of certain sanctions 
authorities which have been delegated to the U.S. Department of State.  The primary statutory authorities for 

administers employ anywhere from one to all of the following tools, depending on the policy objective:

all property and interests in property of those listed persons that are or come within the United States or the 

of transactions and activities with listed persons.  These individuals and entities may be designated for meeting 

of a particular foreign government or regime that are or come within the United States or the possession 

foreign government or regime.

  prohibit dealings with an entire country or geographic region. This type of 
sanctions tool typically includes a prohibition on importing or exporting goods or services to or from the sanctioned 
jurisdiction, for example, Cuba or North Korea.  Not all OFAC sanctions programs that include the name of a 

employ only list-based sanctions.

sanctions programs, such as those focused on Iran.  Over time, however, the explicit use of secondary sanctions 
has become more common.  As a practical matter, most sanctions programs, even if not explicitly threatening 
secondary sanctions, have always included authority for OFAC to sanction non-U.S. persons for providing 

For a complete list of OFAC’s sanctions programs, and information about which sanctions tools each 
program employs, visit the Sanctions Programs and Country Information page on OFAC’s website.



5    Introduction to the Office of Foreign Assets Control 

What are  
OFAC’s lists?

property, such as aircraft and vessels, targeted by OFAC sanctions.  The principal OFAC sanctions list is the 

.  Persons 

 Tool, which the public can use to conduct single name searches across all of the sanctions 
sign up to receive 

list of 
sanctioned persons that OFAC publishes to implement 

certain individuals and entities sanctioned due to their 
nexus to a targeted country, geographic region, activity, 

human rights abusers, designated under sanctions 

U.S. persons are generally prohibited from engaging in 

of designated individuals and entities located around 

lists, collectively referred to as non-SDN lists.  Some non-

sale of publicly traded securities of an entity, or prohibit 
the opening or maintenance of a correspondent account 

institutions. For more information about each list, 
including the nature of prohibitions that apply to the listed 

  page.  

Not all sanctioned persons are separately listed 

sanctions lists do not include the names of all 
members or organizations of governments or 

sanctioned governments or regimes are typically 

Percent Rule, unless otherwise stated in the 
relevant legal authority, entities owned, directly 
or indirectly, 50 percent or more, individually or 

pursuant to OFAC-administered sanctions, are 

and the same restrictions apply to such persons.  
FAQs on OFAC’s 

50 Percent Rule
and lists are dynamic, so appropriate due 
diligence before doing business with prospective  
parties and locations is essential. A U.S. person 
generally may not engage in any transactions or 

authorized by OFAC.
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How can persons be removed  
from an OFAC sanctions list? 

positive change in the behavior that led to designation, the death of a listed individual, or the basis for the 

Filing a Petition 

Sanctions List Search OFAC 
Basics: Sanctions List Search

 page.

Who must comply  
with OFAC sanctions?
All persons subject to the jurisdiction of the United States must comply with OFAC regulations.  This includes 

or services from the United States to comply with U.S. sanctions, even if no U.S. persons are involved in the 
reexport. Additionally, non-U.S. persons are prohibited from causing or conspiring to cause U.S. persons to 
violate U.S. sanctions, as well as from engaging in conduct that evades U.S. sanctions. For more information 

Treasury issued jointly with the Departments of Commerce and Justice on the obligations of foreign-based 
persons to comply with U.S. sanctions and export control laws.
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How do organizations  
comply with OFAC sanctions?

persons not violate the programs that OFAC administers.  OFAC encourages organizations subject to U.S. 

a sanctions compliance program.  This recommendation also extends to foreign organizations that conduct 
business with the United States or U.S. persons, or that use U.S. origin goods or services.  

compliance:  

 |  | |  |   

OFAC Compliance Commitments.

There are some obligations for persons subject to U.S. jurisdiction that uniformly apply across sanctions 

Internal Controls: Sanctions Screening and Scrutiny
The most common internal control employed by organizations is screening, typically through software, of their 

or other activities to identify OFAC-prohibited locations, parties, or dealings.  

 OFAC recommends organizations assess all the information available 

and assessing potential matches, review FAQ 5, FAQ 48, and the  
instructional video. 

sanctioned person, government, jurisdiction, or activity, the organization needs to review the applicable 

activity, or process or proceed with activity.  
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interest-bearing account located in the United States, from which only OFAC-authorized debits may 

transferred, withdrawn, or otherwise dealt in.  

      If OFAC authorities prohibit the transaction or activity, but there is 

and rejecting transactions

circumstance.

      If the transaction or activity is exempt or authorized by OFAC via a 

exemptions, or authorizations under a particular OFAC sanctions program, please see the relevant 
OFAC implementing regulations and the Sanctions Programs and Country Information page on 

 
This chart provides general guidance on circumstances where each action may be appropriate.  Each OFAC 

       BLOCK                         REJECT / DO  
NOT PROCEED

                          PROCESS  
OR PROCEED

Individuals or entities on the 

Cuba or certain Cuban 
nationals

Sanctioned jurisdictions 

Certain activities with 
individuals or entities on 

Sanctioned sector or activity, 

No true OFAC nexus or match

Transaction or activity 
exempt from OFAC 
sanctions

Transaction or activity 
authorized by a general or 

In addition to screening, organizations should also consider other controls and tools developed to manage 

published by Treasury, and proactive investigations to identify potential sanctions evasion.
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Reporting Requirements

due to OFAC sanctions, this must be reported to OFAC within 10 business days of the date of the action and, 

31 C.F.R. § 501.604

Visit the OFAC Reporting System

Recordkeeping Requirements

Every person engaging in 
transactions subject to 
OFAC’s regulations and 

holders of blocked property 
must keep records and make 

those records available for 
examination consistent with  

31 C.F.R. § 501.601.

Full and accurate records are 

processed pursuant to a license 
(whether a general license or 

property held.

Required records must be 

property is unblocked.

31 C.F.R. Part 501, Reporting, 
Procedures and Penalties Regulations.
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What are 
OFAC licenses?
OFAC may authorize activities that would otherwise 
be prohibited by sanctions. These authorizations 

general licenses, which 
authorize certain transactions for all persons who 
meet the conditions described in the license.  
General licenses are publicly issued, self-executing 
authorizations that permit persons to engage in 
activities that would otherwise be prohibited without 
needing to submit a license application, provided 
that certain terms and conditions are met. Subject 
to sanctions program-specific considerations, non-

for engaging in or facilitating transactions for which 

OFAC also issues specific licenses which, in contrast to general licenses, only authorize specific 
transactions or activities that otherwise would be prohibited for the persons identified in the specific 
license. OFAC may also issue individualized interpretive guidance, if appropriate, to help clarify how 

interpretive guidance on a case-by-case basis and provides a written response to each applicant.  

Unblocking Frozen Funds 

OFAC Basics: Applying for a 
.

Applicants are encouraged to follow the best 
practices found in this  to 

Check Application Status tool to monitor their 

delays in receiving a Case ID number for their 

more information about the license application 
process, visit the 

 page.
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What are the consequences 
of noncompliance?

penalties for violations can be substantial.  OFAC has authority to impose civil penalties for violations, which 
may vary by sanctions program.  

OFAC may impose civil penalties for sanctions violations based on a strict liability legal standard.  This 
means that, in many cases, a U.S. person may be held civilly liable for sanctions violations even without 

facts and circumstances surrounding an apparent violation to determine the appropriate enforcement 

Enforcement Procedures

Enforcement Guidelines

to apparent violations depending on the facts and circumstances of the particular case and an analysis of the 

Awareness of conduct at issue

Harm to sanctions program objectives

Individual characteristics

Compliance program

Remedial response

Cooperation with OFAC

 Timing of apparent violation in relation to imposition
of sanctions

Other enforcement action

Other relevant factors on a case-by-case basis

OFAC may commence an enforcement action for civil violations of IEEPA- or TWEA-based sanctions 

the violation if such date was after April 24, 2019.  For civil violations of other sanctions prohibitions, OFAC 

monetary penalties that may be assessed under relevant OFAC regulations.  For illustrative purposes, as of  
January 15, 2025, the maximum civil monetary penalty for each apparent violation of IEEPA was $377,700.
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Enforcement Actions 

visit the Civil Penalties and Enforcement Information page

Voluntary Self-Disclosures 

For those who believe they may have violated OFAC-administered regulations, OFAC encourages disclosing 
apparent violations to OFAC voluntarily.  Voluntary self-disclosure to OFAC may be considered a mitigating 

reduction in the base amount of any proposed civil penalty.  Self-disclosures may be submitted via 
Disclosure portal.  Unless the disclosure is an initial disclosure that will be supplemented with additional 

circumstances surrounding an apparent violation.  OFAC will generally expect a full report within 180 days 

technical standards for formatting electronic document productions for submission.

Resources 
Sanctions Programs and Country Information

OFAC Implementing Regulations

Recent Actions

 Tool

OFAC Videos

OFAC Compliance Hotline

OFAC Reporting System 

Guidance and Information for Industry Groups

Civil Penalties and Enforcement Information

Departments of Commerce, Treasury, and Justice  
Compliance Note: Obligations of foreign-based persons 
to comply with U.S. sanctions and export control laws

Enforcement Guidelines

Sanctions Advisory: Guidance on Sham 
Transactions and Sanctions Evasion


